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Gidi thieu

B30 Ccao an ninh mang la bao cao dinh ky dudc thuc hién bdi
Vina Aspire, nham danh gid muc dé va xu hudng tan cong vao
bao Mmat théong tin trén thé gidi va tai Viét Nam.

330 cao dudi day tong hdp so lieu tan cong mang tai Viét Nam
va trén thé gidi trong thdai gian: 1/1 - 10/4/2021

Tuyén bd mien tru trach nhiém

Do gidi han cua cong nghé va ky thuat, nhdng so lieéu duagc
cOng bo trong bao cao nay chi mang tinh chat tham khao. Vina
Aspire khéong chiu trach nhiém vai bat ky so liéu hoac théng tin
Nao trong ao cao nay.

Tru khi chung téi dua ra su dong vy trudc bang van ban rd rang,
khéng mot phan nao cua bao cao nay dudc phép sao chép,
ohan phol, truyén dat cho bén thud ba nao.

Chung toi khéng chiu bat ki trach nhiém phap Iy nao néu bao
cao nay dudc s’ dung trai v8i muc dich ban dau, cng nhu bat
ky bén thd ba nao lién quan dén bao cao nay.
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CYBER SECURITY THEAT REPORT

COVID-19 da budc cac coéng ty phai

cho nhéan vién lam viéc tu' xa va hoat

doéng trén cac nén tang cloud. Viéc
trién khai 5G da lam cho cac thiét bi
duoc két néi nhanh hon, tét hon, duoc
két néi nhiéu hon bao gio hét. Tat ca

nhi’ng diéu nay néi lén rang, nganh
céng nghiép an ninh mang dang tr&
Covid-19 la tac nhan lam

dng 2 DS N0

cac vu tan cong vao ngan hang

nén quan trong hon bao gid hét.
Nhing su kién gan day va céac sé liéu
théng ké an ninh mang dudi ddy phan
anh thuc trang an ninh mang va du

doén vién cdnh thdi gian tdi.

Hacker tan cong

moi 39 giay,

tong cong

trén 22@}@} lan

Chi phi bi ton that do . .
tren 1 ngay.

cac cudc tan cong an ninh mang
sé€ 1én t6i con so

5000 b dotter mg

DOV cic1s
trong nam 2021 /C@ cacloi la

gay ra do sai sot cua

con nguoi.
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Chua biét (12%)

Chua bi (60%)

Khao sat cac to chirc vé hinh thirc
tan cong loii dung tinh hinh dich Covid-19

Covid 19 khong chi gay nén su dinh tré trong kinh té tai
chinh, ma con la co hdi cho cac hacker va tin tac lgi dung
dé tién hanh cdc cudéctan cong. Cac hacker gid danh cacto
chic y té hay chinh quyén, [ta ddo cac nan nhan dé ho bi
nhiém cédc malware virus doc hai. Viéc tinh toan thoi gian ti
micung lic v&i su bung phat cda virus lam cho cadc cubc tan
cOng nay hiéu qua hon bao gid hét.
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Hién nay, tin tac khong con don thuan tadn céng ma am tham xam

nhap va khéong ché thiét bi clia nan nhan va bién nd thanh mot
zombie - may s& nam trong su kiém soéat clia ching. Tap hop céc
méay zombie sé& tao thanh hé théng botnet, bi diéu khién nham vao
nhiéu muc dich tan cong nhu: t chdi dich vu phéan tan (DDoS) va
dao tién do. Cac tin tac thuong loi dung tai nguyén clia may nan
nhan dé thuc hién muc dich dao tién do - mot trong nhirng xu

hudng rat phat trién hién nay.

Tilé tan cong Pao tién ao theo khu vu trén thé gidi
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Cac nudc dang phat trién van la muc tiéu [&n nhat cla céc cudc tan
cOng an ninh mang do trinh dé k§y thuat chuyén moén cling nhu
nhan luc con thiéu thén, diéu nay khién chidng ta phai canh giac
hon bao gid hét.
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Biéu d6 thé hién cac dang file cé kha nang bi nhiém ma déc nhiéu nhat.

Cac file executable hay .exe van da va dang la méttrong nhirng file
cd khd nang bi nhiém malware nhiéu nhat. Do ban chéat la céac file
thuc thi, dudi .exe sé yéu cadu quyén administrator va sau dé dung

quyén nay dé tién hanh cac cudc tan cong ma khong bi rang budc.
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TINH HINH AN NINH MANG TAI

VIET NAM

Nh& cédc no luc ctia Nha nudce Viét Nam, nang cao nhéan thic vé bdo méat

an toan théng tin va dua ra cac dao luat phong chéng céc cubc téan céng

an ninh mang, s6 luong cédc cudc tdn cdéng mang nham
vao Viét Nam trong quy |/ 20271 so v&i nam

ngoai da giam 14,2% xudng con 64,35 triéu.

Trung tdm giadm séat an toan khéng gian mang quodc
gia (NCSC) cho thay su tién b6 trong céng tdc bado mat
théng tin tai cac co quan, don vi khi trién khai mé hinh

bén 16p theo hudng dan cdia Chinh ph.

Chién dich do NCSC phoéi hop véi cac doanh nghiép thudc Lién
minh phong chéng phan mém doéc hai va x ly tan cong mang da dat
duoc muc tiéu gidm 50% céac trudng hop lay nhiém phan mém déc hai

va giam mot nlra s6 dia chi IP cda Viét Nam trong cdc mang botnet.

Day lathanh cong ruc r& cda su kién mét phan do cac chuyén gia an ninh
mang cua BO Thoéng tin va Truyén théng (B6 TT&TT), B6 Céng an, Bo

Quobc phong va cédc doanh nghiép cung cap dich vu.
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Tai liéu tham khao:

e https://www.ntsc.org/assets/pdfs/cyber-security-report-2021.pdf
® https://www.cira.ca/cybersecurity-report-2021
e https://www.varonis.com/blog/cybersecurity-statistics/

e https://opengovasia.com/vietnams-major-cybersecurity-initiatives-over-the-last-year/
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Tel: +84 944 004 666 | Fax: +84 28 3535 0668
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